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int main (int argc, char** ar

{

How many errors can you spot in this tiny example?

No MPI_Init before first MPI-call

Fortran type in C

Recv-recv deadlock

RankO: src=size (out of range)

int rank, size,

Type not committed before use

Type not freed before end of main

Send 4 int, recv 2 int: truncation

No MPI_Finalize before end of main

MPI_Récv (buf, , MPI_COMM WORLD, MPI_STATUS_IGNORE) ;
MPI Send (buf, ize - rank, , MPI_COMM WORLD) ;

printf ("H I am rank %d of %d. ", rank, size);

return 0O;
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MPIl usage errors

* MPI programming is error prone

* Bugs may manifest as:
— Crashes
— Hangs
— Wrong results
— Not at all! (Sleeping bugs)
* Tools help to detect these issues
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MPIl usage errors (2)

« Complications in MPI usage:
— Non-blocking communication
— Persistent communication
— Complex collectives (e.g. Alltoallw)
— Derived datatypes
— Non-contiguous buffers

* Error Classes include:
— Incorrect arguments
— Resource errors
— Buffer usage
— Type matching
— Deadlocks
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Fixed these errors:

int main (int argc, char** argv)

{

int rank, size, buf[8];

MPI Init (&argc, &aréizz::>
MPI Comm rank (MPI_ COMM WORLD, &rank);

MPI Comm size (MPI_COMM WORLD, &size);

MPI Datatype type;
MPI Type contiguous (2, MPI_ INTEGER, &type);

MPI_Recv (buf, 2, MPI_INT@ - rank> , MPI_COMM WORLD, MPI_STATUS IGNORE) ;
MPI_Send (buf, 2, type(_size - rank - 1,323, MPI_COMM WORLD) ;
printf ("Hello, I am rank %d of %d. ", rank, size);
<:j@§§;Finalize (EZ:::)
return 0;
}
Correctness Tools RWNTH
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Must detects deadlocks

Who? | What? Where?

M utput, starting date: Thu Nov 28 13:38:01 2

The app]mnunn lssmd i 5ot of MP calls that can cause a deadlock! A graphical representation of this situation Is available in a

R application still runs, if the deadloc
or abort the application (if necessary).

Detalils .

References 1-2 list the involved calls (limited to the first 5 calls, further calls may be involved). The
nifested (e.g. caused a hang on this MPI implementation) you can attach to the involved ranks with a debugger

15t accurrence) called from:
0 main@example.c:15

erence 2 rank 1: MPI_Recv
15t occurrence) called from:
() main@example.c:15

Click for graphical representation of
the detected deadlock situation.
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Graphical representation of deadlocks

| £ MUST Dutputfie 3 | [ MUST Outputtile o] -
[:-: fileshomepd LE01AMUSTjexampleMUST_Output-files MUST_Deadiack kil w E] 29~ !] -]

MUST Deadlock Details, date: Thoy Nov 26 13:38:06 2013,

Ak ST #Tor repo

he application issued a set of MPI calls that can cause a deadlock! The graphs below show details on this situation. This includes a wait-tor graph that shows active wait-for dependencies between the
processes that cause the deadlock. Note that this process set only inchides processes that cause the deadlock and no further processes, A legend details the wait-for graph components in addition , while &

parallel call stack view summarizes the locations of the MPI calls that cause the deadlock . Below these graphs, a message queuwe graph shows active and unmatched point-to-point communications. This
graph only includes operations that could have been intended to match a point-to-point operation that is relevant to the deadlock situation. Finally, a parallel call stack shows the locations of any operation
in the parallel call stack. The leafs of this call stack graph show the components of the message queue graph that they span. The application still runs, if the deadlock manifested (e.g. caused a hang on this
MPI implementation) you can attach to the involved ranks with a debugger or abort the application (if necessary).

MPI COMM WORLD

Active MPLCall

Rank O waits
for rank 1
and vv. )

A wits for B and C
EEEE—

0: MPI_Recv

comm=>54, lag= 123 comm=

I: MPI_Recv

C
maini@example.c:15 Simple Ca”
e 0 stack for this T AvainsforBorC [
Y example.
MPI_Recv _-"‘--.
T
C
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Fix1: use asynchronous receive

int main (int argc, char** argv)

{

int rank, size, buf[8];
Use asynchronous

MPI_Init (&argc, &argv); receive: (MPI_lIrecv)

MPI Comm rank (MPI_COMM WORLD, &rank);
MPI_Comm size (MPI COMM WORLD, &size);

MPI Datatype type;
MPI Type contiguous (2, MPI INTEGER,

MPI Request request;

MPI Irecv (buf, 2, MPI_INT, size - rank - 1, , MPI COMM WORLD, &request);
MPI Send (buf, 2, type, size - rank - 1, , MPI_COMM WORLD) ;
printf ("Hello, I am rank %d of %d. ", rank, size);

MPI Finalize ();

return 0O;
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MUST detects errors in transfer buffer sizes / types

| ... MUST Outputfile

[@ Meimome/pj416018MUST exampleMUST_Cutput htm

[#

(

MUST Output, starting date: Thu Nov 28 13:50:48 2013,

Size of sent message larger
than receive buffer

A recelve operation uses a (datatype,count) t can not hold the data transfered by the send it matches! The first element of the
send that did not fit into the receive operation Is at (contiguous)[0](MPI INTEGER) In the send type (consult the MUST manual for a

- & x
EHE S R
References of a representative
reference 1 rank 0: MPI_Send
Representative  |(1st occurrence) called from:
location: |#0 main@example-fixi.c:18

MPI_Send (1st

0 |Error] detailed description of datatype positions), The send operation was started at reference 1, the receive operation was started at occurrence) called Jreference 2 rank 1; MPI_Irecy
reference 2. (Information on communicator: MPI COMM_WORLD) (Information on send of count 2 with type:Datatype created at from: 1st occurrence) called from:
reference 3 Is for Fortran, based on the following type(s): { MPI INTEGER}) (Information on receive of count 2 with type:MPL INT) |#0 main@example- |#0 main@example-fixl.c:16
fix1.c:18
reference 3 rank 0:
Reprusentative
location
MPI_Send (1st
Argument 3 (datatype) Is not commited for transfer, call MPI Type commit before using the type for transfer!
01 B (nformation on datatypeDatatype created at reference 1 i for Fortran, based on the following type(s): { MPLINTEGER)) | occurrence) called freforence 1 rank 1
#0 main@example-
fixl.c:18
[The memory regions to be transfered by this send operation overlap with regions spanned by a pending non-blocking receive operation! eferences of a representative
: - rOCess:
(Information on the requelsta zmt:;tit: ﬁft:rg::: gtﬁer communication: Representative
Reques . location: reference 1 rank 0: MPI_Irecy
(Information on the datatype aiisg(l:l?t;]d_) with the other communication: MPL_Send (Ist _[1st occurrence) called from:
0 [Brron The other communication overlaps with this communication at position:(MP1 INT) occurrtgrr(\}c:‘! called [#0 matngerample-fxl; 18
A x #0 main@example-|reference 2 rank 0:
(Information on the datatype associated with this communication: 7
Datatype created at reference 2 is for Fortran, based on the following type(s): { MPI INTEGER}) fixl.c:18 P'-‘“’-“’%‘:g“ﬁ‘;“‘_““
This communication overlaps with the other communication at position:(contiguous){0}(MP1_ INTEGER) ocun‘emie) o ot |m‘,l3
A graphical representation of this situation is available in & detailed ove « ST O filosMUST Ove ARDS SIS
memory regions to be transfered by this send operation overlap mgionsspannedbya p gnon-block!ngmmopmhon! erences of a representative
{Information on the request assoclated with the other communication: Representative ;
(Information on the dutatyp: asso&qt;:l!:‘nh th:olu)xer communication: location: erence 1 rank 1: MPL Irecv
MPI INT) MPI_Send (1st [(1st occurrence) called from:
1. [erroy The other communication overlaps with this communication at position:(MPI_INT) °cc“"§':f;! called [#0 main@example fixl.c:16
- #0 main@example- jreference 2 rank 1
(Information on the datatype assoclated with this communication: 5
Datatype created at reference 2 is for Fortran, based on the following type(s): { MP1 INTEGER}) fixl.c:18 P1_Type_contiguous (1st
This commmicaﬁon overlaps with the other commmm:aﬁon at poslﬁon.(conuguom)(O)(MPl INTEGER) i °§° @ m(;-l:{

presentation of this situation I1s available in a dets

Correctness Tools

Joachim Protze

) UNIVERSITY

IT Center




Fix2: use same message size for send and receive

int main (int argc, char** argv)

{

int rank, size, buf[8];
MPI Init (&argc, &argv);
MPI Comm rank (MPI_COMM WORLD, &rank);
MPI Comm size (MPI_COMM WORLD, &size);

MPI Datatype type;
MPI Type contiguous (2, MPI_INTEGER, &type);

MPI Request request;

MPI Irecv (buf, , MPI_INT, size - rank - 1, , MPI _COMM WORLD, &request);
MPI Send (buf, , type, size - rank - 1, , MPI_COMM WORLD) ;
- —— o
printf ("Hello, I am rank %d of %d. ", rank, sT ; REC“JCE'“WG
message size
MPI Finalize ();
return 0;

Correctness Tools RWTH
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MUST detects errors in handling datatypes

Use of uncommited
datatype: type

01 [Erroq (Information on datatypeDatatype created at reference 1 is for Fortran, based on the following type(s): { MP1 INTEGER}) Feons P Type_con ous (1st
#0 main@example- nce) called from:
fixl.c:18 main@example-fixl.c:13

Argument 3 (datatype) is not commited for transfer, call MPI Type _commit before using the type for transfer!

Representative
location:
MPI_Send (1st
occurrence) called

forences of & .ropresenhme

ference 1 rank 1:

type and at (MP]_INT) in the receive
1 ErrmJ The send operal

A send and a receive operation use datatypes that do not match! Mismatch occurs at (contiguous){0}MPI_INTEGER) in the send

representation of this situation is available In a

tion was started at reference 1, Lhe recoma operation was started at referenco 2. (Information on communk:ntm

MPI COMM WORLD) (Information on send of count 1 with type:Datatype created at reference 3 is for Fortran, commited at
reference 4, based on the following type(s): { MPI_INTEGER}) (Information on receive of count 2 with type:MPI_INT)

Use of Fortran type in C,
datatype mismatch between
sender and receiver

J

(consult lhe MUST manual for a detailed descnpﬁon of datatype posmons) A graphicall Representative location:
$ ch view J MPI _Send (1st
occurrence) called from:

#0 main@example-fix3.c:19

References of a representativy
rocess:

eference 1 rank 1:
PI_Send (1st occurrence)

-alled from:

#0 main@example-fix3.c:19

eference 2 rank 0:
PI1_Irecv (1st occurrence)
called from:
main@example-fix3.c:17

eference 3 rank 1:
P1 Type_contiguous (1st
ceurrence) called from:
#0 main@example-fix3.c:13

reference 4 rank 1:
MPI_Type_commit (1st
occurrence) called from:
[#0 main@example-fix3.c:14

Correctness Tools
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Fix3: commit datatype before usage
Fix4: use same C-type for both Integers

int main (int argc, char** argv)

{

Use the integer
datatype intended
for usage in C

int rank, size, buf[8];

MPI Init (&argc, &argv);
MPI Comm rank (MPI_COMM WORLD, &rank);
MPI Comm size (MPI_COMM WORLD, &size);

MPI Datatype type;
MPI Type contiguous (2, MPI INT, &type):;

( Commit the

. Ry

MPI Type commit (&type); : datatype before
\ usage

MPI Request request;

MPI Irecv (buf, 2, MPI INT, size - rank - 1, , MPI COMM WORLD, &request);

MPI Send (buf, 1, type, size - rank - 1, , MPI_COMM WORLD) ;

printf ("Hello, I am rank %d of %d. n", rank, size);

MPI Finalize ()

return 0O;

Correctness Tools RWTH
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MUST detects data races in asyn

| -] MUST Dutputfia | %
L . | & fileghomeipjd LE018MUST /exampleMUST_Output.hitml

Data race between send and
ascynchronous receive operation

MUST Qutput, starting date: Mon Dec 2 18:36:19 2013,

The memory regions to be transfered by this send operation overlap with

non-hlocking recelve oparation! [References of a representative process:

(Information on the request associated with the other communication: reference 1 rank 1: MPI_Irecv (1st
Request activated at reference 1) joccurrence) called from:
(Information on the datatype associated with the other communication: #0 main@example-hxd.c:17

MPI INT) Representative location:

1 [Errorq The other communication overlaps with this communication at positisn:(MPI_INT) MPI_Send “*é;;':;f'”““’"’“] called |t rence 2 rank 1: MPI_Type contiguous

: . {15t occurrence) called from:
(Information on the datatype associated with this communication: #0 main@examplefixd.c:19 #0 main@example-fixd.c:13

Datatype created at reference 2 is for C, commited al reference 3, based on the fellowing type(s): {

MPI_INT}) reference 3 rank 1: MPI_Type_commit {15t
This communication overlaps with the other communication at position:(conthguons)[0)(MPI_INT) loceurrence) called from:
A graphical representation of this situation is available in a detailed overlap view (MUST Output- #0 main@example-find.c:14
DR s
[orences of a representative prooess:

There are 1 datatypes that are not fresd when MPI_Finalize was issued, a quality application should free

reference 1 rank 1: MPI_Type_contiguous
all MPI resources hefore calling MPI Finalize. Listing information for these datatypes:

Representative location: N1st occurrence) called from:

01 [Error MP1Type_contiguous (15t le0 mam@example-fixd.c:13
-Datatype 1: Datatype created at reference 1 is for C, commited at reference 2, based on the following #0 mal le-find 'i3
typels): { MPI_INT} manEexRample-ind. : reference 2 rank 1: MPI_ Type_commit {15t

courrence) called from:
Eﬂ main@example-fixd.c:14

References of a representative process:

There are 1 requests that are not freed when MPI_Finalize was issued, a quality application should free Reprasentativie locathon:
01  [Ervor all MPI respurces before calling MPI Finalize. Listing information for these requests: MPI_Irecy ﬂs.;;;s:lt_l,wrcnmj called T Tarsaall ran]}-: 1 ’EM PI_lrecy (15t
-Reguest 1: Request activated at relerence 1 #0 maingexample-fixd c:17 r:%crmn:an?I:;pTEﬁI:dmc 17
The memory regions Lo be transiered by Uhis send operation overlap with reqions spanned by a pending
non-hlocking receive operation! References of a representative process:
(Information on the request associated with the other communication: reference 1 rank 0: MPI_Irecy  1st
Request actvated at reference 1) courrence) called from:
(Information on the datatype “i’}ﬁ“m with the other communication: Representative location: 0 main@example-fixd.c:17
_Lm - MPI_Send (15t occurrence) called
] TOT The other communication overlaps with this communication at position:(MPI_INT) = o reference 2 rank 0: MPI_Type_contiguous

#0 main@ mple-fixd c:19 15t occurrence) called from:

(Information on the datatype associated with this communication: 0 main@example-fixd.c:13

Datatype created at reference 2 is for C, commited at reference 3, based on the following type(s): {

MPLINT} reference 3 rank 0: MPI_Type_commit (1st
This communication overlaps with the other communication at position:(contiquous)[0]{(MPI_INT) courrence) called from:
A graphical representation of this situation 1s available in & detailed overlap view (MUST Output- 0 main@example-fixd.c: 14
files MUST Overlap 0 0 himl).
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Graphical representation of the race condition

[ 1 MusT overapdile | -
W [ Meihomepid160LEMUSTjexampleMUST_Outpul-fles MUST_Overlap_L_ohtmil - (Mg~ &% &

MUST Overlap Details, date: Mon Dec 2 18:36:19 2013,

MPL_Send:send{buf= Ox T 397 3al)

L
M]’I_'rm_mligl.mn{m.mh 2 | MPLIrecvorecvibuf= +ihlly

[

MPI_INT

Graphical representation of the data
race location
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Fix5: use independent memory regions

int main (int argc, char** argv)
{

int rank, size, buf[8];

MPI Init (&argc, &argv);
MPI Comm rank (MPI COMM WORLD, &rank);
MPI Comm size (MPI_COMM WORLD, &size);

MPI Datatype type;
MPI Type contiguous (2, MPI INTEGER, &type)
MPI Type commit (&type)

MPI Request request;

MPI Irecv (buf, , MPI_INT, size - rank - 1, , MPI COMM WORLD, &request);
MPI Send (buf + 4 __1, txgeE size - rank - 1, , MPI C D) -
- Offset points to
printf ("Hello, I am rank %d of %d. ", rank, size); L independent
memory

MPI Finalize ();

return 0O;

Correctness Tools
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MUST detects leaks of user defined objects

[ 2 MuST cutputhile | = & =
¥ Me:homepi4 601 BMUSTfexarmpleMUST_Output him - o &
MUST Output, starting date: Thu Nov 28 13:55:26 2013,
Relerences of & representative process:
Thers are 1 datatypes that are not freed when MPI_Finalize was issued, & quality application should Representative location: reference 1 rank 0: MPI_Type_contiguous (1st

free all MPI resources before calling MPI_Finalize. Listi ormation for these data 51 courrence) called from:
g MPL ng type MPI_Type_contiguous (15t #0 main@example fixs.c:13
oceurrence) called from:

sed on the following #0 maindexample-fix5.c:13

01 [Error
-Datatype 1: Datatype created at reference 1 is for C, commited ab refer®

typel(s): { MPL_INT} reference 2 rank O: MPI_Type_commit {15t
jecourrence) called from:

#1 maingexample-fix5.c:14

There are 1 raquests that are not freed when MP1_Finalize was issued, a quality nppU.cuﬂul%\ esantative location: References of & representative process:
o1 [Ero free all MPI resources before calling MPI Finalize. Listing information for these requests: oceurrence) called refi & 1 rank 0: MPII (13t )
'l -Request 1; Reguest activated at reference 1 PRL] alled from:
MUST has completed successfully, end date: Thu Nov 28 13:55:26 2013,

Leak of user defined
datatype object

User defined objects include Unfinished non-blocking

— MPI_Comms (even by MPI_Comm_dup) receive is resource leak and

— MPI_Datatypes missing synchronization
— MPI1_Groups

Correctness Tools anl
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Fix6: deallocate datatype object
Fix7: use MPI_Wait to finish asynchronous communication

int main (int argc, char** argv)

{

int rank, size, buf[8];

MPI Init (&argc, &argv);
MPI Comm rank (MPI_COMM WORLD, &rank);
MPI Comm size (MPI_COMM WORLD, &size);

MPI Datatype type;
MPI Type contiguous (2, MPI_INT, &type);
MPI Type commit (&type);

MPI Request request;

MPI Irecv (buf, , MPI_INT, size - rank - 1, , MPI_COMM WORLD, &request);

MPI Send (buf + 4, 1, type, size - rank - 1, , MPI_COMM WORLD) ;

MPI Wait (&request, MPI_STATUS IGNORE) ; — 4 F|n|Sh the
printf ("Hello, I am rank %d of %d. ", rank, size); ‘—l> asynchroruaus
MPI_Type free (&type); communication

MPI_Finalize (); Deall te th
edlloCate e

return 0; L created datatype

Correctness Tools RWTH
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[ MuST cutputhie | gl
[ Memornepi41601 BMUST fexarnpleMUST_Gutput html ~ o (g~ &

MUST Output, starting date: Thu Nov 28 13:56:03 2013,

| Information | MUST detected no MPI usage errors nor any suspicious behavior during this application run. | |

MUST has completed successfully, end date: Thu Nowv 28 1356

No further error
detected

Hopefully this message
applies to many
applications

Correctness Tools
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Tool Overview — Approaches Techniques

» Debuggers:

— Helpful to pinpoint any error

— Finding the root cause may be hard

— Won't detect sleeping errors

— E.g.: gdb, TotalView, Allinea DDT

« Static Analysis:

— Compilers and Source analyzers
— Typically: type and expression errors

— E.g.: MPI-Check

» Model checking:

— Requires a model of your applications

— State explosion possible
— E.g.: MPI-Spin

~

MPI_Recv (buf, 5, MPI_INT,

_1’

&status);

123, MPI_COMM_WORLD,

S

“-1” instead of “MPI_ANY_SOURCE”

if (rank == 1023)
crash ();

Only works with less than 1024 tasks

Correctness Tools
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Tool Overview — Approaches Techniques (2)

* Runtime error detection:
— Inspect MPI calls at runtime
— Limited to the timely interleaving that is observed
— Limited to the execution branches actually reached during execution
— Causes overhead during application run
— E.g.: Intel Trace Analyzer, Umpire, Marmot, MUST

MPI_Send(to:1, type=MPI_INT) MPI_Recv(from:0, type=MPI_FLOAT)
N\

[N

Type mismatch

Correctness Tools
2 RWNTH
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Tool Overview — Approaches Techniques (3)

« Formal verification:
— Extension of runtime error detection
— Explores all relevant interleavings (explore around nondet.)
— Detects errors that only manifest in some runs
— Possibly many interleavings to explore
- E.Q.. ISP

spend_some_time() MPI_Recv (from:ANY)

MPI_Send (to:1) MPI_Recv (from:0) MPI_Send (to:1)
MPI_Barrier () MPI_Barrier () MPI_Barrier ()

[Deadlock if MPI_Send(to:1)@0 matches MPI_Recv(from:ANY)@1

Correctness Tools RmH
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Approaches to Remove Bugs (Selection)

Repartitioning?
Representative input?

Our contribution: Grid? Reproducibility?
MUST L

TOTALVIEW

TECHNOLOGIES

Runtime Checking

Debuggers
Mf} Umpire ISP/ | ,
E& ARMOT DAMPI

Static Code Analysis Model Checking

TASS pCFG’s Barrier Analysis

Node Memory?

\DDT

S Ehlen(ed

Correctness Tools RWTH
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MUST - Basic Usage

 Load MUST module:

$ module load UNITE must

* Apply MUST with an mpiexec wrapper, that’s it:

0
°

MPICC source.c -0 exe

$
SMPIRUN -np 4 ./exe

%

o Replace: $ SMPICC -g source.c.: -0 exe
% mustrun --must:mpiexec SMPIRUN -np 4 ./exe

[©)

or: | ¥ mustrun -np 4 ./exe

* After run: inspect “MUST_Output.html”

Correctness Tools
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MUST - Advanced usage

 MUST scales with application to 10000’s processes
— Use --must:fanin

* Read help:
— % mustrun --help

* Read documentation:
— http://www.itc.rwth-aachen.de/must/

 MUST is available for download (BSD license):
— http://www.itc.rwth-aachen.de/must/

* Feedback via emalil:
— must-feedback@lists.rwth-aachen.de

Correctness Tools
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OpenMP runtime correctness checking
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OpenMP Correctness checking:
ThreadSanitizer — Overview

 Correctness checking for threaded applications
* Integrated in clang and gcc compiler
* Low runtime overhead: 2x — 15x

* Used to find data races in browsers like Chrome and Firefox

Correctness Tools
2 RWNTH
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OpenMP Correctness checking:
ThreadSanitizer — Usage

module load archer gcc/6

« Compile the program with clang compiler:
clang -fsanitize=thread -fopenmp -g myprog.c -o myprog
clang++ -fsanitize=thread -fopenmp -g myprog.cpp
-0 myprog
gfortran -fsanitize=thread -fopenmp -g myprog.f -c
clang -fsanitize=thread -fopenmp -lgfortran myprog.o
-0 myprog

 Execute:
OMP_NUM_THREADS=4 ./myprog

» Understand and correct the detected threading errors
* Edit the source code
* Repeat until no errors reported

Correctness Tools
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OpenMP Correctness checking:
ThreadSanitizer — Result Summary

1 #include <stdio.h>

WARNING: ThreadSanitizer: data race

+* Read of size 4 at Ox7fffffffdcdc by thread T2:

#0 .omp_outlined. race.c:7
(race+0x0000004a6dce)

#1 _kmp_invoke microtask <null>
(libomp_tsan.so)

o Previous write of size 4 at Ox7fffffffdcdc by

2
3 int main(int argc, char **argv) {
4 inta=0;
5 #pragma omp parallel
6
7 if (a <100) {
8 #pragma omp critical
9 a++;
10 }
11 }
12 }

main thread:

#0 .omp_outlined. race.c:9
(race+0x0000004a6e2c)

#1 _kmp_invoke microtask <null>
(libomp_tsan.so)

Correctness Tools
30 ]
Joachim Protze

IT Center



Thank you for your attention

T Center



