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How many errors can you spot in this tiny example?

int main (int argc, char** argv

{

int rank, size,

MPI Recv (buf,

MPI Send (buf,

printf ("H I am rank %d of

No MPI_Init before first MPI-call

Fortran type in C

Recv-recv deadlock

RankO: src=size (out of range)

Type not committed before use

Type not freed before end of main

Send 4 int, recv 2 int: truncation

No MPI_Finalize before end of main

ize - rank,

, MPI_COMM WORLD, MPI_STATUS IGNORE) ;
, MPI_COMM WORLD) ;

size) ;
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MPIl usage errors

* MPI programming is error prone

* Bugs may manifest as:
— Crashes
— Hangs
— Wrong results
— Not at all! (Sleeping bugs)
* Tools help to detect these issues
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MPIl usage errors (2)

« Complications in MPI usage:
— Non-blocking communication
— Persistent communication
— Complex collectives (e.g. Alltoallw)
— Derived datatypes
— Non-contiguous buffers

* Error Classes include:
— Incorrect arguments
— Resource errors
— Buffer usage
— Type matching
— Deadlocks
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Must detects deadlocks

M

Who?

TP U T USExampleMUST_Outh

T What? Where?

Detalils .

Dutput, starting date: Thu Nov 28 13:38:01 2

-
LY

The app]jcnl:mn lssmd a set of MPI calls that can cause a deadlock! A graphical representation of this situation is available in a detailed deadlock vi

References 1-2 list the involved calls (limited to the first 5 calls, further calls may be involved). The
application still runs, if the deadloc

or ahort the application (if necessary).

nifested (e.g. caused a hang on this MPI implementation) you can attach to the involved ranks with a debugger 0 main@example.c:15

[References of a representative
ArOCess:

reference 1 rank 0: MPI Recv
15t occurrence) called

reference 2 rank 1: MPI_Recv
15t occurrence) called from:
#0 main@example.c:15

Click for graphical representation of
the detected deadlock situation.
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Graphical representation of deadlocks

| 7 MUST cutputrie 30 | T MUST Outputfile B e
l:-t file:homeipd L601AMUST fexampleMUST Output-filesMUST_Deadiack bt v E] 1 !] -]

MUST Deadlock Details, date: Tho Mov 28 13:38:06 2013,

ack 5T 8rTor repo

he application issued a set of MPI calls that can cause a deadlock! The graphs below show details on this situatien. This includes a wait-for graph that shows active wait-for dependencies between the
processes that cause the deadlock. Note that this process set only includes processes that cause the deadlock and no further processes, A legend details the wait-for graph components in addition , while &

parallel call stack view summarizes the locations of the MPI calls that cause the deadlock . Below these graphs, a message queue graph shows active and unmatched point-to-point communications. This
graph only includes operations that could have been intended to match a point-to-point operation that is relevant to the deadlock situation. Finally, a parallel call stack shows the locations of any operation
in the parallel call stack. The leafs of this call stack graph show the components of the message queus graph that they span. The application still runs, if the deadlock manifested (e.g. caused a hang on this
MPI implementation) you can attach to the involved ranks with a debugger or abort the application (if necessary).

MPI COMM WORLD

Active MPICall

Rank O waits
for rank 1
and vv. )

A waits for B and C
EEEE—

0: MPI_Recv

comm==54, lag= 123 comm=

I: MPI_Recv

C
mainiexample.c:15 Simple Ca”
ke 0 stack for this T AvaisforBorC [
Y example.
MPI_Recv '*..__H
T i
C
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MUST detects errors in handling datatypes

MUST Outputfile | %
[@ Meiimome/pi416018MUST exampleMUST_Cutput htm

4

MUST Output, starting date: Thu Nov 28 13:50:48 2013,

Use of uncommited
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References of a representative
datatype: type rocess: T
reference 1 rank 0: MPI_Send
resentative  |(1st occurrence) called from:
A receive operation uses a (datatype,count) pair that can not hol ta transfered by the send it matches! The first element of the location: |#0 main@example-fixi.c:18
send that did not fit into the receive operation Is at (contiguousffO](MPI INTEGER) In the send type (consult the MUST manual for a MPI_Send (1st
0 [Error]  detailed description of datatype positions), The send operation was started at reference 1, the receive operation was started at occurrence) called Jreference 2 rank 1; MPI_Irecy
reference 2. (Information on communicator: MPI COMM_WORLD) (Information on send of count 2 with type:Datatype created at from: 1st occurrence) called from:
reference 3 Is for Fortran, based on the following type(s): { MPI INTEGER}) (Information on receive of count 2 with type:MPL INT) |#0 main@example-|[#0 main@example-fixl.c:16
fix1.c:18
Representative
location
MPI_Send (1st
L 3 (datatype) is not commited for transfer, call MPI Type commit before using the type for transfer!
01 [Bmol e rmation on datatypeDatatype created at reference 1 is for Foriran, based on the following type(s): { MPI INTEGER}) °°°“m““’ callod relerence 1 renk I
#0 mm@exnmple-
fixl.c:18
[The memory regions to be transfered by this send operation overlap with regions spanned by a pending non-blocking receive operation! eferences of a representative
(Information on the request associated with the other communication: 3 itz
Request acthmieet ot referarkie 1) qu)::?oﬁzu o eference 1 rank 0: MPI_Irecv
(Information on the datatype aml?%d_) with the other communication: MPI Send (1st |Isto o Clatieat Tk m:
0 fErvoe] The other communication overlaps with this communication at position:(MP1 INT) occurrrerrt\)c ;) called |#0 maingexample-fix c:16
A ) #0 main@example- reference 2 rank 0:
(Information on the datatype associated with this communication: )
Datatype created at reference 2 is for Fortran, based on the following type(s): { MPI INTEGER}) fixl.c:18 "L“P’-““n':g“ﬁ‘;“’_““
This communication overlaps with the other communication at posmon (contiguous){0MP1_ INTEGER) ocun;ange) o o.fi 1‘“"‘3
A graphical representation of this situation is available in & detaile « ST O filosMUST Ove IE@EAMPRIIG .¢:
'i'hemamoryrsgionstnbetmnsfemdhymssendopenﬁon : by a p gnon-blockingreceweopmbonl erences of a representative
{Information on the request assoclated with the other communication: Representative ;
(Information on the data = asso&qt;:l?nh theoolu)xer communication: location: erence 1 rank 1: MPL Irecv
type MPI INT) MPI_Send (1st [(1st occurrence) called from:
1 fErroy The other communication overlaps with this communication at position:(MPI_INT) °°cu"§_?;) called [#0 main@example fix1.c:16
#0 main@example- jreference 2 rank 1
(Information on the datatype assoclated with this communication: G
Datatype created at reference 2 is for Fortran, based on the following type(s): { MPI INTEGER}) fixl.c:18 ".'M".)“‘ ;o“‘."’t
T‘h!s commtmicaﬁon overlaps with the other commumcaﬁon at poslﬁou(conﬂguous)lOMl IN'I'EGER) i °§° S mé 13
o References of & representative
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MUST detects errors in transfer buffer sizes / types

I_:_HLIS:‘I'&IN:M‘I"IE ||
| & flegihomeipid L0A8MUST example/™M UST_Output.html

MUST Qutput, starting date: Thu Mov 28 13:51:42 2013,

Size of sent message larger

2 (3~

than receive buffer

ferences of a representative
[process:

of the send that did not fit into the receive operation is at (contiguous)[0]{MP] INTEGER) in the send type (consult the MUST
manual for & detailed description of datatype positions). The send operation was started at reference 1, the receive operation
was started at reference 2. (Information on communicator: MPI COMM_WORLD) {Information on send of count 2 with

(Information on receive of count 2 with type:MPI_INT)

A receive operation uses a (datatypecount) pair that can not hold the data transfered by the send it matches! The first element

type: Datatype created at reference 3 is for Fortran, commited at reference 4, based on the following type(s): { MPl INTEGER})

reference 1 rank 0: MPI_Send
(15t occurrence) called from:
0 main@example-fixd.c:19

reference 2 rank 1: MPI_Irecv
Representative location: |(1st occurrence) called from:
MPI_Send (1st occurrence)|#0 main@example-fixd.c:17
called from:
#0 main@example-fix2.c:19reference 3 rank 0:
PI_Type_contiguous (1st
E‘murrence] called from:
0 main@example-fixZ.c:13

reference 4 rank 0:

IMPI_Type_commit (15t
courrence) called from:

dexample-ixd.c:14

#1 mai

A recelve operation uses a (datatype,count] palr that can not hold the data transfered by the send it matches! The first element
of the send that did not fit intoe the receive operation is at (contiguous)[0){MPI_INTEGER) in the send type (consull the MUST
1 —r manual for a detailed description of datatype positions). The send operation was started at reference 1, the receive operation

was started at reference 2. (Information on communicator: MPI COMM_WORLD) {Information on send of count 2 with
type:Datatype created at reference 3 is for Fortran, commited at reference 4, based on the following typels): { MPI_INTEGER}
{Information on receive of count 2 with type:MPL_INT)

erence 1 rank 1: M
15t occurrence) called from:
maingexample-ix2.c:19

erence 2 rank 0: M recy
15t oeccurrence) called from:
main@example-Axd.c:17

Repressntative location:
|MPI_Send (15t occurrence)
called from:

)| #0 main@example-fixZ.c: 19 reference 3 rank 1:
PI_Type_contiguous (1st

courrence) called from:
0 main@example-fixd.c:13

The memory regions to be transfered by this send operation overlap with regions spanned by a pending non-blocking receive
operation!

{Information on the request associated with the other communication:
Request activated at reference 1)

{Information on the datatype associated with the other communication:

“UIITUUITOD 1 UUID RATVT TRETY
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References of a representative
FORCEss:

eference 1 rank 0: MPI_Irecv
15t occurrence) called from:
#0 main@example-ix2.c:17

Representative location:

IMP1 Send (1st occurrencelreference 2 rank 0:

1
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MUST detects use of wrong argument values

| . MUST Dunputfile | &
| fe:ihomerpi4 1 B0l EMUST example S UST_Output himl

MUST Output, starting date: Mon Dec 2 13:11:12 2013,

type and at (MPI_INT) in the recelve ty
1 [Error)

MPI COMM WORLD) (Information on send of count 1 with

A send and a receive operation use datatypes that do not match! Mismatch occurs at (contiguous)[0)MPI_INTEGER) in the send
{comsult T.he MIJ‘_-.T manual for a d.e-ta.il.ed des:rjptlon |:rf data.t].rp-e pnsjl:nn!} A graphical
representation of this situation is available in a

The send operation was started at reference 1, the receive operation was started at rufaram:e 2 (Information on cummuﬂutur
type:Datatype created at reference 3 is for Fortran, commited at
reference 4, based on the following tvpe(s): { MPI_INTEGER}) (Information on receive of count 2 with type:MPI_INT)

¥

- (g

Use of Fortran type in C,

datatype mismatch between

sender and receiver

Pl Send (1st ocourrence)
alled from:

MPI_Send (1st

| Representative location:

occurrence) called from:
#0 main@example-fix3.c:1

#0 main@example-fix3.c:19

eference 2 rank 0:
MPI_Irecv (1st occurrence) 1
alled from;

#0 maind@example-fix3.c:17

eference 3 rank 1:

MPIL Type_contiguous (15t
coeurrence) called from:

#0 maindexample-fixd.c:13

0 [Error)

A send and a receive operation use datatypes that do not match! Mismatch occurs at (contiguous)[0iMPI_INTEGER) in the sand

type and at (MPI_INT]) in the receive type (consult the MUST ma.uunl for a detailed description uf dntnt}rp-e p-us]l:ll:ms]l A graphical
tation of this situation is available in a detailes ; B

The send operation was started at reference 1, the receive upurnunn was stumd at referonce 2, [Mormatmn o1 cnmmummmr-

MPI_COMM WORLD) (Information on send of count 1 with type:Datatype

reference 4, based on the following type{s): { MPI INTEGER}] (Information on receive of count 2 with type:MPI_INT)

created at reference 3 is for Fortran, commited at

MPI_Send (1st

| Representative location:

occurrence) called from:
|#0 main@example-fix3.c:19

PI_Send (1st occurrence)
lled from:
#0 main@example-fix3.c:19

eference 2 rank 1:
PI_Irecv (1st occurrence)
lled from:

@0 main@example-fixd.c:17

eference 3 rank 0:
PI_Type_contiguous | 1st
courrence) called froms:

#0 main@example-fix3.c:13

eference 4 rank 0:
PI_Type_commit (1st
ceurrence) called froms:
#0 main@oxample-fixd.c:14

Correctness Tools
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The memory regions W be transfered by this send operation overlap with regions spanned by a pending non-blocking receive
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Sometimes fixing one defect introduces several new ones

int main (int argc, char** argv)

{

int rank, size, buf[8];

MPI Init (&argc, &argv);
MPI Comm rank (MPI COMM WORLD, &rank);
MPI Comm size (MPI_COMM WORLD, &size);

MPI Datatype type;
MPI Type contiguous (2, MPI INT, &type);

Deadlock was fixed by
non-blocking recv

MPI Type commit (&type); —
MPI Request request;
MPI Irecv (buf, 2, MPI INT, size - rank - 1, , MPI COMM WORLD, &request);
MPI Send (buf, 1, type, size - rank - 1, , MPI_COMM WORLD) ;
printf ("Hello, I am rank %d of %d. ", rank, size);
MPI Finalize ();
return 0;
}
Correctness Tools RWIH
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IT Center



MUST detects data races in asyn

| -/ MUST Cutputfie

- |-'l. fileyrhome pd 16018MUST /exampleMUST_Output.html

MUST Output, starting date: Mon Dec 2 18:36:19 2013,

(el

Data race between send and

ascynchronous

receive operation

The memory regions to be transfered by this send operation overlap with -
non-hlocking recelve operation! [References of a representative process:
(Information on the request associated with the other communication: reference 1 rank 1: MPI_Irecv (1st
Request activated at reforence 1) occurrence) called from:
(Information on the datatype associated with the other communication: Rep [ative location: #0 main@example-fixd.c:17
MPI INT) . mh =
1 [Error The other communication overlaps with this communication &t positisn:(MPI_[NT}) MP1_Send “E'ér‘;';n"f'”““’"a] called | rrence 2 rank 1: MPI_Type_contiguous
: . H1st occurrence) called from:
(Information on the datatype associated with this communication: #0 main@example-fixd.c:19 #0 main@example-fixd.c:13
Datatvpe created at reference 2 is for C, commited at reference 3, based on the following type(s): {
MPIL INT}) reference 3 rank 1: MPI_Type_commit {1st
This communication overlaps with the other communication at position:(contiquons)[0J{MPI_INT) loccurrence) called from:
A graphical representation of this situation is M'zulnhle in a detailed overlap view (MUST Chtput- #0 main@example-find.c: 14
Eﬂfm of a representative process:
There are 1 datatypes that are not freed when MPI_Finalize was issued, a quality application should free Rep i s Lt reference 1 rank 1: MPI_Type_contiguous
all MPI resources before calling MPI Finalize. Listing information for these datatypes: MPI e . 1i51 (15t occurrence) called from:
01 TOT _Type_contigu ) #0 main@example-fixd.c:13
-Datatype 1: Datatype created at reference 1 is for C, commited at reference 2, based on the following 'gcéﬁm’;;ﬂﬁu?i 5
typels): { MPL_INT} Eana - Ireference 2 rank 1: MPI_ Type_commit {15t
courrence) called from:
0 main@example-fixd.c:14
There are 1 requests that are not freed when MPI_Finalize was issued, a quality application should free Representative location: References of & roprescalaiive process.
01 [Ervor all MPI resources before calling MPI_Finalize. Listing information for these requests: MPI_Irecy 1ls.tt_I1;E:I:_|,|rrcn¢¢j called e —— ran]}-: 1 ’EM PI_lrecy (1st
. e
-Request 1: Request activated at reference 1 #0 main@example-fixd.c:17 r;%c:nr;fnnéﬂlg:nplﬁﬁr:dmc 17
The memory regions Lo e ransiered by his send operation overlap with reqions spanned by a pending
non-blocking receive operation! References of a representative process:
{Information on the request associated with the other communication: reference 1 rank 0: MPI_Irecy ( 1st
Request activated at reference 1) courrence) called from:
(Information on the datatype associated with the other communication: Representative location: #0 main@example-fixd.c:17
LI - MPI_Send (15t occurrence) called
] TOT The other communication overlaps with this communication at position:(MPI_INT) = e reference 2 rank 0: MPI_Type_contiguous
; #0 main mﬁl&ﬁ:d c:19 15t occurrence) called from:
(Information on the datatype associated with this communication: Ge o #0 main@example-fixd.c:13
Datatvpe created at reference 2 1s for C, commited at reference 3, based on the following type(s): {
MFILINT}) reference 3 rank 0: MPI_Type_commit (1st
This communication overlaps with the other communication at position:(contiquous][0]{MPI INT) courrence) called from:
A graphical representation of this situation 18 available in a 0 main@example-fixd.c: 14
filesMUST Ow
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Graphical representation of the race condition

| MusT overaptile |
- |r1 fe:ihome/pi4 1601 BMUST exampleSUST_Output-filesMUST_Overlap 10 himrl

Graphical representation of the datz
race location

MUST Overlap Details, date; Mon Dec 2 18:36:19 2013,

The application issued a set of MPI calls that overlap in communication bulfers! The graph below shows dg»”

h

MPL_Send:send(buf= Ox TIT3c97 3a)

1
BMPIL_Type_contiguousicount=2) | MPI_Irecvorecw(buf= +Oxil)

o

MPI_INT
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MUST detects leaks of user defined objects

MUST Qutputfile
|3 Fle:fithome/pi4 1801 BMUST/ex ampleMUST_Output himl

|

MUST Output, starting date: Thu Nov 28 13:55:26 2013,

There are 1 datatypes that are not freed when MPI_Finalize was issued, & quality application should
free all MPI resources before calling MPI_Finalize. Listing ipformation for these datatypes:

-

Representative location:
MPI_Type_contiguous |15t

0]
]

!Iv

FReferences of & representative prociss:

reference 1 rank 0: MPI_Type_contiguous (15t
courrencea] called from:
#0 main@example-fixi.c:13

N

-Request 1: Request activated at reference 1

MUST has completed successfully, end date: Thu Nowv 28 13:55:26 2013,

« User defined objects include

— MP1_Comms (even by MPI_Comm_dup)

— MPI1_Datatypes
— MPI1_Groups

0-1  |Error = . .
-Datatype 1: Datatype created at reference 1 is for G, commited at refe sed on the following #E“;uﬁg';:;;“'ﬂii?gfia
typais): { MPL_INT} P - reference 2 rank O: MPI_Type_commit {1st
jeccurrence) called from:
#1 maingexample-fix5.c:14
There are 1 requests that are not freed when MPI_Finalize was issued, a quality uppu.cuﬂnm esentative location: References of & representative process:
01 free all MPI resources before calling MPI Finalize. Listing information for these requests: oceurrence) called Tﬁm 1 rank 0: MPLE (13t )
Eh el [ 1L

Leak of user defined
datatype object
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| £ MUST cuputfile | =2 H
[ Memornepi41601 BMUST fexarnpleMUST_Cutput html ~ @ (9~ % a

MUST Output, starting date: Thu Nov 28 13:56:03 2013,

| Information | MUST detected no MPI usage errors nor any suspicious behavior during this application run. | |

MUST has completed successfully, end date: Thu Nov 28 13:56:

No further error
detected

Hopefully this message
applies to many
applications
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Approaches to Remove Bugs (Selection)

Repartitioning?
Representative input?

Our contribution: Grid? Reproducibility?
MUST [T

TOTALVIEW

TECHNDOLOGIES

Runtime Checking

Debuggers
M’} Umpire ISP/ , ,
g ARMOT DAMPI

Static Code Analysis Model Checking

TASS pCFG’s Barrier Analysis

Node Memory?

\DDT

Spin

checked
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MUST - Basic Usage

 Load MUST module:

$ module load DEV-TOOLS must

* Apply MUST with an mpiexec wrapper, that’s it:

0
©°

MPICC source.c -0 exe

S
SMPIRUN -np 4 ./exe

0
°

o Rep|ace: % SMPICC -g source.c —o exe
$ mustrun --must:mpiexec SMPIRUN -np 4 ./exe

or: | $ mustrun -np 4 ./exe

* After run: inspect “MUST_Output.html”

Correctness Tools
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MUST - Advanced usage

 MUST scales with application to 10000’s processes
— Use --must:fanin

* Read help:
— % mustrun --help

* Read documentation:
— http://www.itc.rwth-aachen.de/must/

« MUST is available for download (BSD license):
— http://www.itc.rwth-aachen.de/must/

* Feedback via emalil:
— must-feedback@lists.rwth-aachen.de

Correctness Tools
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Thank you for your attention
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